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Random number generation, what can go wrong.

Abstract

The security of any cryptosystem or cryptographic algorithm is based on the
assumption that its keys are generated randomly and secretly maintained by
the user, according to Kerckhof's principle. However, the most troublesome
(though important) part of cryptographic security is the generation of random
numbers (let alone prime numbers). Randomness is the cryptographic
security's hardest part. We will see why people deviate from ' a purely
theoretical approach ' in this presentation and use modifications to produce
random/prime numbers. Besides, we're going to see real-world examples of
what can happen if Kerckhof's principle is not followed.
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