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Abstract. A new practical asymmetric design is produced with desirable characteristics especially for environments with low memory, computing power and power source.
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Key Generation

1. Generate random n-bit primes p1 , p2 , p3 , p4 , p5 , s, u, v, e and where u > v and
p1 ≡ 3 (mod 4) and gcd(e, p1 − 1) = 1.
2. Compute root for P (x) = p2 xu + (p4 − p5 )xv − p3 (mod p1 ), denoted by r.
If roots does not exist, try with new parameters. Observe that we will have
p2 ru + p4 rv ≡ p5 rv + p3 (mod p1 ). We denote t ≡ p5 rv + p3 (mod p1 ).
3. Compute e1 ≡ st (mod p1 ).
4. Compute e2 ≡ sp2 ru (mod p1 ).
5. Compute e3 ≡ sp3 (mod p1 ).
6. Compute e4 ≡ p4 (mod p1 ).
7. Compute e5 ≡ p5 (mod p1 ).
8. Compute d ≡ e−1 (mod p1 ).
9. Keep (p2 , p3 , s, u, v, r, d) secret and publish (e1 , e2 , e3 , e4 , e5 , p1 ) as public
keys.
Remark 1. We can have the congruence relation:
(e2 − e1 )e5 + (e1 − e3 )e4 ≡ 0
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Encryption
Message is (b0 , b1 , b2 ) ∈ Zp1 and are chosen ≈ 2n−1 .
Compute b3 = be0 − b1 − b2 (mod p1 ).
Compute C1 = b1 e1 + b2 e2 + b3 e3 (mod p1 ) and C2 = b2 e4 + b3 e5 (mod p1 ).
Send (C1 , C2 ).
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Decryption

1. Compute (( Cs1 + C2 (r)) 1t )d ≡ b0 (mod p1 ).
2. Solve the system of equations:
be0 = b1 + b2 + b3

(mod p1 )

C1 = b1 e1 + b2 e2 + b3 e3
C2 = b2 e4 + b3 e5

(mod p1 )

(mod p1 )

(1)
(2)
(3)

We will obtain (b1 , b2 ) ∈ Zp1 . Since b0 , b1 , b2 < p1 we have obtain the exact
integer without modular reduction.
Proposition 1. The decryption procedure is correct.
Proof. (( Cs1 + C2 (r)) 1t )d ≡ ( tt )(b1 + b2 + b3 )d ≡ (be0 )d ≡ b0 (mod p1 ).
To obtain the correct (b0 , b1 , b2 ) ∈ Zp1 from the system of equations (1) − (3) is
trivial.
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Desirable properties

This section must be treated with caution. It is only meaningful if there does
not exist “trivial” attacks on the scheme.
In this section we list down some “desirable” properties induced within the
key generation procedures that disallows an adversary to construct “usable”
information; either to reconstruct the plaintext or the private keys.
1. Both ciphers are of total ≈ 22n while the plaintext payload is ≈ 23n . Thus
we have encrypted and compressed at the same time.
2. From (C1 , C2 ), determine (b0 , b1 , b2 ). From section 2, this is impossible because of the modular reduction that has occurred.
3. From e1 determine the pair (s, t). That is from e1 = st + p1 k determine
(s, t). We conjecture that this is much harder than the question from N = st
determine (s, t).
4. At the moment if (s, t) is obtained, the adversary can obtain the value:
(a) p2 ru (mod p1 ) from e2 .
(b) p3 (mod p1 ) from e3 .
5. From point 3 and 4, if the pair is (s, t) is obtained, in order to proceed to
find the root of the equation P (x) = p2 xu + (p4 − p5 )xv − p3 (mod p1 ), the
following are still unknown: (p2 , u, v).
6. Observe that e1 6≡ (e2 ± e4 ) 6≡ (e3 ± e5 ) 6≡ 1 (mod p1 ). Thus, C1 ± C2 6≡
b1 + b2 + b3 ≡ b20 (mod p).
7. Let e1 d01 ≡ t0 (mod p1 ). The probability that:
(a) e2 d01 ± e4 d02 ≡ t0 (mod p1 )
(b) e3 d01 ± e5 d02 ≡ t0 (mod p1 )
is negligible.
8. Determine (s0 , r0 , t0 ) ∈ Zp1 such that (( Cs01 + C2 (r0 )) t10 ) ≡ ±b0 (mod p1 ).

